Spam Assassin Caller

SpamAssassin 3.2.x for IMail 8.x.


Introduction:

SpamAssassin is an excellent Anti-Spam tool for Unix/Linux users. Using it with IMail on Windows used to require purchasing a product, such as Declude, that does Anti-Spam functions for IMail, and having that add-on product call SpamAssassin. However, SpamAssassin is such a good tool by itself, why would anyone want another program in the mix? Beats us. So, we developed the following native caller process for IMail 8.13. We believe it probably works fine on other IMail versions, so let us know!

Cookbook Installation:

If your IMail installation is using all defaults, you can install SpamAssassin Caller by carefully following the Cook Book steps at the end of this document. We encourage you to read and understand the entire document, but time is precious and this thing works!

Requirements:

IMail: The SpamAssassin Caller (SAC) was developed and tested with IMail 8.13 on Windows 2000 Server/SP4. It probably works fine with other IMail/OS combinations. The Domain/User specific preferences code will only work if you are using Imail’s Database for users. 

ActivePerl: SpamAssassin is written primarily in Perl and so a Perl installation is required. SAC was developed and tested using ActivePerl 5.8.4 (available from http://www.activestate.com). However, the latest version of SpamAssassin requires 5.8.4. We have tested SAC with 5.8.8.822.

SpamAssassin: SAC was developed and tested using SpamAssassin 3.0.0 (available from http://spamassassin.apache.org). The current version of SpamAssassin is 3.2.5. SAC works even better with that version. There are two minor modifications to the distributed code.

SpamAssassin Caller package (SAC): This package consists of two small executables and a trivial .cmd file. Also necessary for system maintenance is a process killer routine. We’ve included rkill (from the W2K Resource kit). 2K3 or 2K8 users may use taskkill instead). You must customize some registry settings to match your installation.

Installation:

The SAC files are distributed in a zip file. Unzip to a convenient location (like c:\SAC). This does not install SAC. You will manually drag some files to your IMail installation and create some registry entries to activate SAC. You can refer to various components as you read through the rest of this documentation.

ActivePerl

Installing Active Perl involves downloading the software from http://www.activestate.com (included in SAC-Full.zip, not in SAC.zip) and running the installation program. We recommend you take all the default settings.

SpamAssassin

There is an excellent piece on installing SpamAssassin on Windows at http://wiki.apache.org/spamassassin/InstallingOnWindows. This page referrs to an out of date SpamdOnWindows document. More details later. We encourage you to obtain the current version of SpamAssassin from Apache. See "http://spamassassin.apache.org/downloads.cgi (1.5M), but it is included in SAC-Full.zip.

The NMAKE15.EXE from Microsoft referenced in the document is also provided. You can get it yourself, or just drag nmake.exe and nmake.err from the SAC zipfile to \perl\bin.

Run the instructions as documented. “Build spamc” won’t work unless you have the C compiler and libraries set up. If not, answer “n”. Even if you are set up for C, you can answer “n” because we need a modification to spamc (source supplied) and have already compiled/supplied it. 

spamc

SpamAssassin as a stand-alone program uses a tremendous amount of resources at initialization (and a fair-amount at run time<g>). To reduce the startup/shutdown load, there are a pair of programs, spamc (spamd call) and spamd (anti-spam daemon). The spamc caller is a small C program from Apache. There is a 4 line-addition (in three places) required to make it return a code of 2 if it can’t find spamd. The source is supplied as spamc.c if you prefer to compile your own (Be sure to compare the source to the Apache-blessed version). The change is indicated by /* SPI – 0410 */ comments. The RC=2 tells spamccall.cmd that spamd needs to be started.

spamd

spamd needs a bunch of modifications to work under Windows. They are documented at http://wiki.apache.org/spamassassin/SpamdOnWindows. Additionally, to make the User Preferences work with SAC (So user preferences are loaded from and Bayes/Whitelist stats are saved in: c:\imail\<domainname>\users\<username>\.spamassassin) there is a 2-line change at or about line 1460 (second occurrence of “userdir”):

$userdir   = $dir;

$prefsfile = $dir . '/user_prefs';
is changed to:

$userdir   = "$dir\\$username";

$prefsfile = "$dir\\$username" . '/user_prefs';
The modified spamd (for version 3.0.1) is supplied in the zipfile. The 3.2.5 version of spamd does not work with Windows. However, the 3.0.1 version of spamd calls the 3.2.5 Spamassassin libraries just fine. You must re-modify if you use a spamd with a different base level (the WiKi for SpamdOnWindows).

Reloading System Parameters

spamd will automatically reload user preferences at run-time, but system preferences are only loaded at initialization. Since IMail starts (sacserver which starts spamccall which starts) spamd, it is always running. There is a kill command (sac /kill), that will shutdown all the spamd processes as soon as all are idle. Then, they will restart using current system prarmeters

You should enable and test the KillProgram and Last Kill registry keys, so the spamds will reload new rules each hour. There also is a slow resource leak in spamassassin (handles to bayes_seen and/or auto-whitelist are not closed) and this hourly cycle keeps them from causing problems. More details on these two keys are provided in the Registry Parameters section.

It is highly recommended that you implement a KillProgram so the spamds will reload their parameters and free any abandoned resources hourly. Additionally, any new rules from sa-update will be incorporated into the running configuration at that time.

spamccall.cmd

There is a tiny “wrapper” command file to start spamd if it’s not up. The SAC will call spamccall with any email needing SpamAssassin attention. 

SpamAssassin Caller

The actual SpamAssassin Caller modules are sac.exe and sacserver.exe. They go in your IMail directory. All configuration parameters come from the Registry. After installing sac.exe, test it’s settings by opening a command window (Start|Run|Cmd), cd to \IMail, type sac /start and then sac /diag . You should see a diagnostic panel similar to:

SpamAssassin Caller v2.0.4

  Registry key dump (in HKLM/software/SpamAssassin Caller/)

    MailProgram:       "c:\imail\smtp32.exe"

    SacServer:         "c:\imail\sacserver.exe"

    SAProgram:         "c:\perl\bin\spamccall.cmd"

    KillProgram:       "c:\windows\system32\taskkill /im perl.exe"

    MailSpool:         "c:\imail\spool"

    PreferenceRoot:    "c:\imail"

    Last Kill:         12

    Listeners:         20

    Ports:             783, 784, 785

    Queue size:        8192

    Spam Check         Inbound

    Queue Mgr Rename:  false

    SecurityKey:       "ptBEhtBnC7tt5Ns7ZUwpVBFBRM7l6F"

                       Security Key is valid

    SafeCopyFiles:     true

    SafeCopyDirectory: "c:\imail\spool\spamtested"

    MaxSize:           500000

    Preferences:       ""

  Current Thread status:

     Thread 783: Available

     Thread 784: Available

     Thread 785: Available
If any of the settings are incorrect, you must modify the Registry and rerun SAC. Specifically, SAC won’t work without a security key. You may request a Demo key, or purchase a permanent key at http://www.visioncomm.net/sac. The key you receive is to be placed in the registry in HKLM/software/spamassassin caller/SecurityKey. Some registry changes (Listeners, Threads and Queue size) require stopping and restarting sacserver.

IMail

Disable all of IMail’s native Spam-Checking features, as SpamAssassin does a better job anyhow. SpamAssassin (default) will put the string “X-Spam-Flag” in the headers of any spam so you can set your domains’ Inbound Rules to take one of the IMail actions (Move to Spam box, Delete, etc.) when this string appears in the headers. You can customize SpamAssassin (by system, domain or user) to take other actions, such as replace the subject line.

To actually cause IMail to use the SAC instead of it’s own processor, in the IMail Administrator, Services, SMTP on the Advanced page, change “Delivery Application” from c:\imail\smtp32.exe to c:\imail\sac.exe. Don’t do this until SAC is installed! By the way, that’s how you un-do the activation of SAC also; modify the Delivery Application back to c:\imail\smtp32.exe. This change may also be made in the registry in key HKLM/software/ipswitch/IMail/Global/SendName.

To activate the above change, Stop SMTP, and then Start SMTP.

SAC.zip Contents (500K):

Filename
Notes
Location (drag it here)

sac.exe
SpamAssassin Caller
c:\imail

sacserver.exe
SpamAssassin Caller
c:\imail

daterc.exe
Puts the date in the exitcode
c:\perl\bin

sleep.exe
NT Reskit Sleep program
c:\perl\bin

spamc.exe
compiled spamc
c:\perl\bin

spamccall.cmd
spamc caller
c:\perl\bin 

spamd.bat
spamd program for 3.0.1
c:\perl\bin 

spamccallREMOTE.cmd
spamc caller for remote spamd (see Advanced Topics)

spamdREMOTE.bat
spamd program for 3.0.1 on remote server (see Advanced Topics) 

relearn.cmd
sa-learn caller
c:\perl\bin

SAUpdate.cmd
Get new rules hourly
c:\perl\bin

saupdate-channels.txt
Rules to get hourly
c:\perl\site\etc\mail\spamassassin

syskill.exe
kills a system task
c:\winnt\system32 (or in your path)

syskill.cpp
kills a system task
source

daterc.pas 
Puts the date in the exitcode
source

spamc.c
modified spamc
source 

killold.exe
Removes old files
Nice utility for cleaning out logs, old .SMD’s.

smtp32DUMMY.exe
does nothing
c:\IMail (for TESTING ONLY)

sac.reg
registry settings
 Modify/Import into registry

SpamAssassinCaller.doc
this document
documentation only

README.txt
abbreviated documentation
documentation only

DEBUGGING.txt
debugging assistance
documentation only

NMAKE.ERR

from microsoft.com

NMAKE.EXE

from microsoft.com 

Also included in the SAC-Full.zip package (~15M).

Mail-SpamAssassin-3.2.5.zip
from apache.org

ActivePerl-5.8.8.822-(version)
from activestate.com

Registry Parameters

SAC registry parameters go in the “HKLM\SOFTWARE\SpamAssassin Caller” hive. Create this key if it is not already there. The simplest way to set up your registry is to right-click and edit the sac.reg (distributed) and modify the various key settings to match your installation. Be sure any \ in file names are escaped! (Use \\ instead of just \). Then, just double-click sac.reg and merge it’s values into your registry. 

The various values and their default and meaning are discussed below.

Debug Level 
default: 0
Level 0 logs one line for each processed email. Higher levels log more and more details. (see Logfile)

Inbound Only
default: false (0)
If Inbound Only is set to true (1), outbound emails will not be spam-checked. As they originate from your users, you may choose to trust them to save processing overhead.
See Not Auth. 

Listeners 
default: 20
sac and sacserver communicate via named pipes. This is the number of concurrent communications to support.
KillProgram
default: null

Last Kill
default: 0

Kill Depth Limit
obsolete

If KillProgram is non-null and Last Kill is non-null and non-zero, the specified program will be executed whenever the Last Kill hour changes. W2K users can use the rkill program from the Windows 2000 Resource Kit, and 2K3 users can use the taskkill command. The value for rkill would be: c:\util\rkill /nkill \\<machinename> perl.exe and for taskkill would be c:\windows\system32\taskkill /im perl.exe

Setting the Last Kill hour to zero disables this feature. Setting it to 99 (actually, any non-zero number that doesn’t match the current hour-of-day) will cause the KillProgram to execute the next time all spamd threads are idle. See the /kill command.


Kill Depth Limit was used in earlier releases to control if the kill would occur. The new queue organization with release 2.0 makes this unnecessary. The queue is now FIFO, and the spamd’s can be idled when the queue is not empty. Kill Depth Limit is now ignored.


Note, the rkill program must be run once manually with it’s /install parameter before SAC can use it.

MailProgram
default: c:\imail\smtp32.exe
This is the value replaced in IMail Administrator, Local Host, Services, SMTP, Advanced pane, Delivery Application. Put SAC there (c:\imail\sac.exe) for SAC use, and smtp32 there (c:\imail\smte32.exe) for standard, IMail operation.

MailRoot
obsolete

MailSpool
default: c:\imail\spool
IMail Spool location. This is where Q and D files are accessed for processing. Also, the output location for the SAC logfile.

MaxSize
default: 500000 (0x7a120), max: 10000000.
Emails larger than this size will be skipped. They will still deliver, but SpamAssassin won’t vet them. You can set a similar (slightly smaller) number in IMail to have it reject emails greater than the specified size.

However, most spam is 25K or smaller. It’s probably fine to run IMail with no (or a very large) limit and set SAC to 500K or so. The large emails jost won’t be inspected. This can really improve performance if you get lots of very large emails.

Not Auth 
default: false (0)
If Not Auth set to true (1), outbound emails sent via SMTP-AUTH will not be spam-checked. As they originate from your users, you may choose to trust them to save processing overhead. See Inbound Only.

PreferenceRoot
default: null
This is usually the Imail TopDir. This value, plus the domain name, will be used to source the user_prefs files for each spamd run. For example, if using defaults, an email to testuser@visioncomm.net would be checked using the user preferences at c:\imail\visioncomm\user_prefs.

Preferences
default: null
When the Preferences registry key is empty or not defined, SpamAssassin will get all it’s parameters from the System location (typically, \perlsite…, see the SpamAssassin documentation). 


Additionally, whitelists, word counts, and user preferences will come from the directory defined in PreferenceRoot above.


If this registry key is set to something, spamccall will be called with “-u” and the Preferences string formatted first using the domain of the recipient and secondly the userid within that domain. Local email will use the user or domain preferences (if any) of the recipient, not the sender.


Examples:


preferences:
null

preferenceroot:
c:\Imail\.spamassassin


System Parms:
c:\perl\site\etc\mail\spamassassin\local.cf, etc.


User Prefs:
c:\Imail\.spamassassin\user_prefs




preferences:
%s

preferenceroot:
c:\Imail


System Parms:
c:\perl\site\etc\mail\spamassassin\local.cf, etc.


User Prefs:
c:\imail\domain\user_prefs


preferences:
%s\users\%s\.spamassassin

preferenceroot:
c:\imail


System Parms:
c:\perl\site\etc\mail\spamassassin\local.cf, etc.


User Prefs:
c:\imail\domain\users\userid\.spamassassin 


ProcessDomains
default: null
Comma delimited list of IMail domains for which SpamAssassin is desired. Other domains’ email will be passed to smtp32.exe without inspection. Useful for testing or staged rollout.

ProcessUsers
default: null
Comma delimited list of IMail users for which SpamAssassin is desired. Other users’ email will be passed to smtp32.exe without inspection. Useful for testing or staged roll-out. ProcessUsers requires one, and only one ProcessDomains.

Queue Manager Rename
default: true (1)
SAC can unlock the Q file if it’s call to SpamAssassin fails. This will allow Queue Manager to deliver the email without inspection. Setting Queue Manager Rename to true should only be used during implementation testing. In production, set it to false. Then a SpamAssassin failure will not leave the email in a status that the Imail Queue Manager will deliver. The emails can be restarted (see the Restart command) but will not deliver un-scanned.

Queue size
default: 8192 (0x2000)
SAC doles out the email to the spamd threads only as fast as spamd can handle them. The emails that can’t be processed immediately are saved in sacserver’s FIFO queue. The queue should never get particularly deep, but storage is plentiful. If logging at level 4 or higher, you can see how the queue is being used. The /status and /queue sac commands also show queue depth.

Remote server
default: . (localhost)
Execute sac commands on the machine name listed here, rather than on the local machine. This is useful on your own workstation, to run sac commands and have them always affect the Imail machine without needing to specify /remote imailmachinename on every command. You can override the machine name in the registry with the /remote command. Use ‘.’ for machine name to indicate the local machine.

SacServer
default: c:\imail\sacserver.exe
Location of the sacserver program.

SafeCopyFiles
default: false (0)
SAC can copy the Q and D files to the SafeCopyDirectory if this value is set to true (1). This is useful during debugging or just to feel safer during a new install. Clean them out daily with a nightly purge AT job containing a line like: killold c:\imail\spool\spamtested *.* 2. SafeCopyFiles must be set to true for the Rerun command to function.
SafeCopyDirectory
default: null
Location where the Q and D files will be copied before processing if the SafeCopyFiles switch is set to 1 (true). This parameter does nothing if SaveCopyFiles is 0 (false). Remember to clean this directory out frequently, it can get quite large.

SAProgram
default: c:\perl\bin\spamccall.cmd
This is the program SAC will call to begin SpamAssassin processing.

SecurityKey
defualt: none

StartPort
defualt: 783 (0x30f)
Starting portnumber. All ports from this number to StartPort + Threads – 1 will be used to call the spamd threads.

Threads
defualt: 3, min 1, max 10
Number of spamd threads to use. The first listens on port 783, second on 784, etc. Maximum 10 (you must have a real thunderbox<g>), Minimum 1.

Email Headers

X-Envelope-From:<email.address>
SAC inserts in the D-File (after copying to SafeCopyDirectory if requested) an X-Envelope-From using the S<email.address> from the Q-file. SpamAssassin’s SPF checks require this value.

X-IMail-Queuename:<filename>
SAC inserts in the D-File (after SpamAssassin has run) the IMail queue file name (exclusive of the Q, D or .SMD) to facilitate relating a particular email with logfile entries or SafeCopyDirectory members.

X-SAC: error-message-text
If any unrecoverable errors are encountered, they are placed in the email headers. An inbound rule to alert you if this header ever exists is a pretty good idea.

Logfile

n mmdd hhmmss: Q:<imail_queuename> Delta T:<time>ms(port); <inout> <spamAssassinheader>

The SAC Logfile is saved in the MailSpool directory with a filename of sayymmdd.log. Entries when the Debug Level is zero (One per processed email) are:

date time: Loglevel and System time at the end of SAC processing for a Q-file.

Q: The IMail queuename. An entry of abcde means that the queuefile c:\imail\spool\Qabcde.SMD and a datafile of c:\imail\spool\Dabcde.SMD were processed.

Delta T: Elapsed time (in milliseconds) SpamAssassin used processing this email.

(port): port used for this scan. If a thread was not immediately available for dispatch, the time waiting on a thread, followed by a slash and the queue depth prefixes the port assigned. For example, a 40 second wait eventually dispatching the 786 port spamd with 7 more emails waiting would log as …n,nnn(ms) (40.0/7:786); Auth …
inout: The literal Auth, In or Out appears here. Auth indicates an outbound email initiated via SMTP-AUTH. In indicates an inbound email. Out indicates an outbound email. Local email is always considered inbound (using the user or domain prefs, if any, of the recipient). Out or Auth means it’s one of your users and may be trusted for performance reasons. (See Not Auth or Inbound Only registry parms).

spamassassinheader: this is simply a copy of the X-Spam-Status email header SpamAssassin puts in the message. 

If the Debug Level is greater than zero, the timestamp includes thousandths of a second and the queuename is followed by the port or handle processing the item.

If the Debug Level is greater then 3, the threadid is also appended to the queuename.

All debug levels append the LastError code to the queuename if it’s non-zero.

In addition to the log message modifications mentioned above, higher than zero log levels show:


Level 4
Show queue handling messages


Level 6
Show Domain, User, Size and spamccall parameter messages

Miscellaneous

To individually stop SAC processing for a specific IMail account (for example, a newsletter sender’s account with multiple thousands of outbound emails and thousands of bounce messages – Heavy processing load), create a file (any or no contents) in their IMail directory called NOSPAMCHECK. (c:\imail\<domainname>\users\<username>\NOSPAMCHECK). SAC will ignore any mail to or from that mailbox. 

The distributed ReLearn.cmd batch job can call SA-Learn with mis-classified emails. Set up a harry (ham) and susan (spam) userid in your domain and resend to each misclassified emails. Schedule a nightly run of ReLearn. You’ll need to modify it to match where your Bayes database is. Note: the bayes path is not a directory. It’s a path and part of the filename.

Since version 3.0, Spamassassin has had an update facility to load new rules. We highly recommend using their service. Included is a script to load any new or modified rules (SAUpdate.cmd). You should schedule this to run hourly at 55 minutes past each hour. Set up the KillProgram and Last Kill so SAC restarts all spamd’s every hour and you are set. This also frees up the resource leak from spamd not closing file handles.

Advanced Topics

Remote SpamAssassin.

You can run spamd, spamassassin and Perl on another machine. The userprefs, bayes databases, etc, and all processing load would exist on this other machine. You’d rename spamccall.bat to spamccallLocal.cmd, rename spamccallREMOTE.cmd to spamccall.cmd and customize spamccall.cmd to address the spamd machine. You’d be responsible for having spamd available at all times.

Instructions:

Install Perl and SpamAssassin as documented, but on the remote machine.

Put the spamccall.cmd (the REMOTE version) anywhere convenient. You won’t have a \perl\bin, so just stick it in \IMail. Modify the registry key SAProgram to address the new location.

Edit spamccall.cmd to address the remote server’s IP.

Install and test Perl and SpamAssassin on the remote machine.

Modify the spamdREMOTE.bat file to allow the IMail machine’s IP to access spamd. You must modify two parameters. –A (Allow – The IMail machine IP) and –i (listen on – The spamd machine IP). Note the additional parameters if you are using “%s” or “%s\%s” in your Preferences registry key for Domain and User Bayes, AWL and User_Prefs locations.

That’s it. Quite simple. If SAC can’t find a spamd, it will retry every 20 seconds until one is available. You you have Threads set greater than 1, be sure to start multiple spamd’s (on matching ports).

Setting number of threads

The number of threads you can afford depends on the email load and the available cpu and memory. A 2,000 email/day server with 256M of RAM runs very nicely with threads set to 2. We don’t suggest more threads (unless they are on a remote spamd server) than 1 per 256M of real memory. We definitely don’t want the IMail box to be swapping.

You can figure an average of 5 seconds per email for scanning. So, at 25K messages/day, spamd would need to run 2,000 minutes. That’s not going to fit into a day very well<g>. Running Threads=4 would allow each thread to be idle 65% of the time and would be a good starting point (if you have the memory – recommended at least 1G). The logs show queue depth and thread wait times. You should tune for acceptable (sub 180 second?) service for most emails.

Our server (20,000 mails/day, 1G, Threads=3, spamd local) has about 10 thread waits per day, averaging under 3 seconds. The deepest we ever got SAC to queue (by slamming in 500, 10K html formatted emails with lots of URIs – that took 90 seconds) was 397. The longest thread wait for any of these emails was 550 seconds. There was plenty of horsepower left over for IMail to send and receive normal email during the stress test. I’d say SAC passed!

Testing

To thoroughly test SAC on a non-IMail machine, you need to set up the environment to simulate an IMail setup. There are some IMail registry keys we use. The simplest way to get them accurately is to use regedit on the IMail machine, select the HKLM\SOFTWARE\Ipswitch\IMail key in the left pane, File, Export Registry and save it to a location of your choice. Move this file to the test machine, and Import it into the registry (just double-click the file and say Yes).

Hint: Use the same method when your testing is complete. Export HKLM\SOFTWARE\SpamAssassin Caller on the test box, and import it on the IMail machine.

You’ll need directories pre-defined for the IMail programs (C:\IMail), spool (c:\IMail\Spool), backup directory if SafeCopyFiles is true (c:\IMail\Spool\spamtested).

The “User Preferences” directories and parent directories will be automatically created as needed. The “system preferences” will come from documents and settings\<youruserid> rather than from the default user.

There is an smtp32DUMMY.exe on the distribution that does nothing – good to have around to test SAC. BE ABSOLUTELY CERTAIN THIS NEVER GETS TO THE PRODUCTION BOX. In fact, instead of renaming the distributed smtp32DUMMY.exe to SMTP32.exe and risking accidentally copying it over, you should leave the name alone and change the MailProgram registry parameter on the testing box only.

To test, just copy some Q and D files from IMail’s spool to the test box spool. On a command prompt, enter “SAC <qfilename>” (Include the full path and file extesion). You can also add a “-D” to spamccall’s invocation of spamd if you want to see the debugging data from spamd. It’s hard to read in a normal window, so set the window properties to buffer a few thousand lines with a width (display and buffer) of 120. Then a SelectAll, Copy, Paste Notepad or whatever allows you to see/browse/search the log.

To start spamd with the –D switch in testing,  the –D goes after all the other parameters on the line beginning start “spamd” spamd … To see the debugging data in command windows, you must manually start spamd (after killing them all as shown above in Reloading System Parameters). Use


start “spamd” spamd –p 783 --virtual-config-dir=c:\imail -x –D

start “spamd” spamd –p 784 --virtual-config-dir=c:\imail -x –D

start “spamd” spamd –p 785 --virtual-config-dir=c:\imail -x –D

…

up to the Threads number of occurrences.

sac Commands (bold indicates minimum abbreviation)
-diagnose, /diagnose

Dump the registry settings to the screen and display various parameters. A report of an issue with SpamAssassin Caller should begin with a copy of the /D screen.

-help, /help

Brief on-screen review of the sac commands and logic.

/killnow

Pause all ports and recycle the spamd processes. This forces the spamd’s to refresh their site-wide SpamAssassin settings.

/newthread

Launch an additional port to process queued emails. This command is almost never necessary except in testing. In normal use, Imail starts new ports continuously. It has no effect if Threads (see Registry settings) ports are already in use.

/queue

Display the identifiers of all the queued emails.

/remote machine command
Execute sac command on remote machine machine. Sac commands can be forced always to a remote machine by putting the remote machine name in the registry (Remote server). You can override the machine name in the registry with the /remote command. Use ‘.’ for the machine name to indicate the local machine.

/restart ( <filemask> )

If the Imail machine is restarted, there may be some emails processing interrupted. This is indicated by the presense of queue files locked to sac (sac locks files by renaming them to sac_xxxxxxxxxxxxx.$md). The /restart command will rescan and deliver those emails. If the  parameter <filemask> is used, only files matching that mask will be processed. The <filemask> mask should not include a path. Examples:

sac /restart

sac /res sac_0*

sac /res sac_57e701590130ff97

sac /res sac_b4d400000898e252.$md

/rerun

If SafeCopyFiles is set to true (see Registry), then sac can rerun any email still in the SafeCopyDirectory. This is useful when you’ve updated the SpamAssassin rules, and want to see how they would affect a particular email. The queuename used by Imail is included in the headers (see Email Headers above). Example:

sac /rerun 57e701590130ff97
The spam status line from the rescan will be echoed to the screen calling the /rerun command.

/start

This is used for testing only. It will start the sacserver locally. It is invalid remotely, and the sacserver so started will terminate when you log off or close the command window. Let Imail start sacserver in production.

/stop ( immediate )

Stop the sacserver process as soon as the queue is empty and all ports are idle. It does not kill the spamds. If you include the immediate keyword, sacserver will not wait for the queue to empty or for any port to complete processing. Note: Imail will start another immediately if Queue Manager or SMTP is running and has any work for sac.

/status

Display the processing status of the ports and the depth of the queue. Use the /queue command to display the actual queue contents.

Error Reports / Suggestions

Please communicate directly with me (Dan Barker) at dbarker@visioncomm.net with any suggestions, clarifications, errors, or whatever else. Let’s make this SpamAssassin/IMail combination rock!

Implementation Notes:

Imail aliases are not spam-checked. So, any alias that forwards off-site will forward spam as well as ham. This can get YOUR SERVER blacklisted as a spam source! So, always have an alias forward to an account you control. Set up a local account, with “Account Access Disabled” to do the forwarding. But here’s another place Imail doesn’t spam-check the email. If you set the Forward Address on the User/General page, all the emails, both spam and ham, will be forwarded to the off-site address.

So, don’t set forwarding on the General tab. Use Rules. You can set up the rules manually on the Inbound Rules tab, but I find it simpler just to drop the rules.ima file (show below) into their directory. If it’s spam, it’s discarded (line 1). Otherwise, forward it (line 2 – the un-escaped period matches one to any number of any character – IE: it always matches).

H~X-Spam-Flag\: YES:NUL

H~.:<offsite email address>

A similar exposure is the imailsrv.exe Program alias. This program can receive a lot of spam spoofing a from address harvested from Mailing Lists you produce. It does no anti-spam checking, and so any spam hitting the program will generate the “informative” list Help page, backscattered to the spoofed senders.

To mitigate this, change the program aliases for imailsrv and have them point to local accounts (I use imailsrv_check and imailsrv_listname), set up the local accounts as Access Disabled and set their rules.ima file to forward non-spam to the newly set up program aliases.

Unfortunately, the Imail administrator won’t allow you to modify the imailsrv aliases. Luckily, the command line versions do allow such modifications. You’re probably better off doing it with a batch file anyhow, because it gets a bit tedious<g>.

It’s best to provide an example. Assume the domain domain.com hosts three lists, TestList, ProdList and Special.

Create a batch script like the following:

addalias -h domain.com -m imailsrv  imailsrv_Check@domain.com

addalias -h domain.com -m TestList  imailsrv_TestListalias=@domain.com

addalias -h domain.com -m Special   imailsrv_Special@domain.com

addalias -h domain.com -m ProdList  imailsrv_ProdList@domain.com

addalias -h domain.com -m imailsrv_forreal     "| imailsrv domain.com"

addalias -h domain.com -m imailsrv_fr_TestList "| imailsrv domain.com TestList"

addalias -h domain.com -m imailsrv_fr_Special  "| imailsrv domain.com Special"

addalias -h domain.com -m imailsrv_fr_ProdList "| imailsrv domain.com ProdList"

adduser -h domain.com -u imailsrv_Check    -info -active

adduser -h domain.com -u imailsrv_TestList -info -active

adduser -h domain.com -u imailsrv_Special  -info -active

adduser -h domain.com -u imailsrv_ProdList -info -active

fwduser imailsrv_Check    imailsrv_forreal     domain.com

fwduser imailsrv_TestList imailsrv_fr_TestList domain.com

fwduser imailsrv_Special  imailsrv_fr_Special  domain.com

fwduser imailsrv_ProdList imailsrv_fr_ProdList domain.com

fwduser is a quick-n-dirty script to create the “delete if spam, forward if not” imail rule. Note, do not add a blank between the keyword NUL and the >. Doing so introduces a trailing blank in the rule and Imail then thinks NUL is a folder instead of the bit-bucket.

fwduser.cmd
@echo off

echo H~X-Spam-Flag\: YES:NUL> c:\imail\%3\users\%1\rules.ima

echo H~.:%2@%3             >> c:\imail\%3\users\%1\rules.ima

Cook Book Installation.

This step-by-step plan assumes all default locations for files. Minor changes for directories and hard drives are expected.

1. Unzip SAC-Full.zip to C:\SAC.

2. Unzip C:\SAC\Mail-SpamAssassin-3.2.5.zip to C:\, use folder names (nothing is placed in the root, all files target c:\mail-spamassassin-3.2.5\ and it’s sub-dirs).

3. Install perl
Execute C:\SAC\ActivePerl-5.8.8.822-version.msi.

a. Welcome to the… NEXT

b. I accept the terms … NEXT

c. Custom Setup, leave all defaults … NEXT

d. Choose optional, leave all defaults … NEXT

e. INSTALL (this takes a while – maybe 5 minutes)

f. Uncheck “Display the Release notes”… FINNISH

4. Set Environment Variables:

a. Right-click My Computer, Properties, Advanced, Environment Variables

b. In the lower, System Variables section, click New

c. Variable Name: RES_NAMESERVERS, Variable Value: <your DNS server ip address>, OK

d. Click New again.

e. Variable Name: LANG, Variable Value: en_US, OK

f. OK

g. OK.

5. Customize perl
In a command window (Start | Run | cmd | OK) run:

a. cd \SAC

b. copy NMAKE.* C:\perl\bin

c. ppm install Win32-Registry

d. ppm install Net-DNS

e. ppm install db_file\db_file.ppd

f. ppm install IP-Country 

g. ppm install Mail-SPF

h. ppm install Error

i. ppm install Sys-Syslog

j. ppm install Digest-SHA

6. Set Environment Variable:

a. Right-click My Computer, Properties, Advanced, Environment Variables

b. In the lower, System Variables section, click Select Path and click Edit

c. Insert “c:\perl\site\bin;” in front of “c:\perl\bin”. DO NOT forget the simi-colon (;).

d. OK

e. OK

f. OK.

7. Install SpamAssassin
in the same command window:

a. cd \Mail-SpamAssassin-3.2.5

b. perl makefile.pl

i. C compiler? <n>

ii. Administrator? postmaster@yourdomain.tld

c. You will see “optional module missing” warnings for Mail::SPF, Razor2, Net::Ident, Socket::INET6, Socket::SSL, Mail::DomainKeys, Mail::DKIM and Encode::Detect. You may ignore these missing components. They may be needed if you add some plugins to SpamAssassin, but the default rulesets do not require these modules.

d. nmake

e. nmake install

8. Test
a. Close and reopen the command window, to pick up the new path.

b. cd \Mail-SpamAssassin-3.2.5

c. spamassassin < sample-spam.txt | more

You’ll see an email go by, with the SpamAssassin report replacing the original message, and the original message as an attachment.

9. Install SAC

a. copy c:\sac\sac.exe c:\imail

b. copy c:\sac\sacserver.exe c:\imail


c. copy c:\sac\sleep.exe c:\perl\site\bin

d. copy c:\sac\spamc.exe c:\perl\site\bin 

e. copy c:\sac\spamccall.cmd c:\perl\site\bin 

f. copy c:\sac\daterc.exe c:\perl\site\bin

g. copy c:\sac\spamd.bat c:\perl\site\bin


h. [customize and] merge the sac.reg Registry file. 

10. Verify the installation before activation

The SAC installation directory contains a detailed list of debugging steps to assist in fixing a failed installation. DEBUGGING.txt. Failed installations are usually simply a file path error. Whenever the system is using non-standard file locations, the registry and bat files must reflect the correct locations.

11. Activate SAC

a. Open the IMail Administrator

b. Open Localhost, Services, SMTP

c. On the advanced tab (click OK on the warning), change the Delivery Application from c:\IMail\smtp32.exe to c:\IMail\sac.exe

d. On the SMTP tab, click Stop, and then click Start.

e. You are done! The next emails you get will have SpamAssassin headers inserted. Just a couple for non-spam, and a replacement body with full report (and the original message as an attachment) for spam.
Upgrade Installation (New version of SpamAssassion or Perl)
1. Unzip SAC-Full.zip to C:\SAC, use folder names.

2. Unzip C:\SAC\Mail-SpamAssassin-3.2.5.zip to C:\, use folder names (nothing is placed in the root, all files target c:\mail-spamassassin-3.2.5\ and it’s sub-dirs).

3. Customize perl
In a command window (Start | Run | cmd | OK) run:

f. ppm install Mail-SPF-Query

g. ppm install Error

h. ppm install Sys-Syslog

i. ppm install Digest-SHA

4. Stop IMail, kill all perls.

5. Copy the new sac.exe and sacserver.exe to c:\IMail.

6. Customize and merge the sac.reg Registry entries.

7. Install SpamAssassin
a. cd \Mail-SpamAssassin-3.2.5

b. perl makefile.pl

i. C compiler? <n>

ii. Administrator? postmaster@yourdomain.tld
c. Above step will complain about 8 plugins. You’ll need to install those to utilitze the affected functions. Refer to the Spamassassin Installation documentation (README, INSTALL and UPGRADE
in c:\Mail-SpamAssassin-3.2.5).

d. nmake

e. nmake install 

8. (Optional) Set Environment Variable: If the install puts sa-update and spamassassin in c:\perl\bin (as before), you are done. If they are placed in c:\perl\site\bin, you’ll need to add that to the path statement.

a. Right-click My Computer, Properties, Advanced, Environment Variables

b. In the lower, System Variables section, select Path. Click Edit

c. Insert C:\Perl\site\bin; in front of C:\Perl\bin; (Don’t omit the ;)

d. OK.

9. Test

a. in the same (or a new) command window:
Spamassassin < sample-spam.txt | more
You’ll see an email go by, with the SpamAssassin report replacing the original message, and the original message as an attachment.

b. spamassassin –lint
Your customizations should still be fine. Refer to the UPGRADE documentation for things you might need to modify. In our case, we had added VBounce.pm to our 3.1.7. VBounce is included in 3.2.3 so we had to remove the 20_vbounce.cf from c:\perl\site\etc\mail\spamassassin. We also had scores set for some rules that are no longer in the distribution. Simply remove those score lines in local.cf (or where ever).

c. Make sure spamassassin lints OK after an sa-update (if you run sa-update – as you should<g>).

10. Start IMail.

Upgrade Installation (New version of sac only)
1. Unzip SAC-Full.zip to C:\SAC, use folder names.

2. Stop IMail, kill all perls.

3. Copy the new sac.exe and sacserver.exe to c:\IMail.

4. Customize and merge the sac.reg Registry entries.

5. Start IMail.

Change History

2.0.4 January, 2009

The program is now in two parts. sac.exe and sacserver.exe. sacserver remains resident. sac.exe is used as before.

Loging Levels reorganized.

Upon failure to start Spamassassin, rename Q file to unlock it for QueueManager. Can be disabled by switch to prevent un-checked delivery. (Queue Manager Rename)

Write the current Timestamp to the registry each successful scan (for What's Up type processes to check; at most every 5 minutes).

Internal Lock name now 'sac_xxxxxxxxxxxxxxxx.$MD' instead of '_xxxxxxxxxxxxxxxx.~MD'. This prevents Queue Manager from delivering files un-checked after a failure or reboot.

Support for filenames containing blanks. Example:

"D:\Program Files\Ipswitch\Collaboration Suite\IMail\spool".

Queue is now FIFO. Kill can occur with Queued files.

Kill Depth Limit no longer needed nor supported.

Queue Size now in registry (default 8192).

New Commands added:

sac /diagnose (Was -D, but '-' collides with IMail switch delimiter)

sac /help

sac /killnow

sac /newthread

sac /restart  [<fn>]

sac /remote <servername> <sac command>

sac /rerun

sac /restart

sac /start

sac /status

sac /stop [immediate]

sac /queue



1.6.0 November, 2007

Documentation and installation packages updated.

Dequeue of waiting emails after KillProgram sometimes fails.

Kill Depth Limit parameter to abandon a Kill if the queue is too deep.

daterc module, spamccall.cmd (Saves spamd logs)

new spamccall with spamd logging instructions

Addition of Mail::SPF::Query to module list (Mail::SPF is too old a level so far)

1.5.0 October, 2007

Documentation and installation packages updated.

Base installation on SAC 3.2.3.

Base installation on Perl 5.8.8.822

Change default for SafeCopyFiles to True in distributed sac.reg.

Editorial changes in SAC -D output (Indenting was wrong, Thread avaiability removed).

Added "trim" around registry entries to properly handle "extra" spaces.

Locks added around two additional "critical" sections.

Queue requests until KillProgram can run.

Log executions of KillProgram.

Auth detection was failing on Auser@domain@server syntax. Parsed out to second '@'

1.4.1 December, 2006

Documentation and installation packages updated.

1.4.0 December, 2006

KillProgram execution changed from daily to hourly

1.3.0 October, 2006

X-Envelope-From must be first for SPF cehcking to work.

KillProgram/Last Kill added.

“Check if local domain” fails on aliases.

Q-File parsing should honor Authorized before Recipient before Sender.

Default action not to call SpamAssassin (was prior state).
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